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EFFECTIVE IMMIGRATION CONTROLS TO
DETER TERRORISM

WEDNESDAY, OCTOBER 17, 2001

UNITED STATES SENATE,
SUBCOMMITTEE ON IMMIGRATION,
COMMITTEE ON THE JUDICIARY,
Washington, D.C.

The Subcommittee met, pursuant to notice, at 10:36 a.m., in
Room SD-226, Dirksen Senate Office Building, Hon. Edward M.
Kennedy, Chairman of the Subcommittee, presiding.

Present: Senators Kennedy, Cantwell, Brownback, Grassley, and
DeWine.

OPENING STATEMENT OF HON. EDWARD M. KENNEDY, A U.S.
SENATOR FROM THE STATE OF MASSACHUSETTS

Chairman KENNEDY. We will come to order. We know that there
has been some news affecting exposures to anthrax to some of the
staff in our buildings and that is being dealt with very effectively
by the Sergeant at Arms and by the health professionals that have
been assigned to deal with that job. We feel strongly, since immi-
gration issues have important implications in terms of national se-
curity and also to terrorism, that it was important that we move
ahead.

We have legislation that Senator Brownback and I have been
working on which we intend to introduce shortly. We have been
getting some good suggestions and recommendations from the ad-
ministration and from other groups. But we are very strongly com-
mitted to moving in this area. There are many aspects we must ad-
dress. There are our combat troops, there is money laundering, and
also the development of effective bioterrorist abilities. We are deal-
ing as well with the challenges of immigration as well as the chal-
lenges in the intelligence community. So all of these make up very
important aspects in dealing with terrorism. It was our judgment
that we ought to move ahead with this hearing, and we are very
grateful to all of our witnesses here this morning.

It is a privilege to chair this hearing today on the critical issue
of border security and its critical importance in preventing ter-
rorism. And I welcome all our distinguished witnesses and com-
mend them for their commitment to this important issue. I look
forward to hearing from them today and working with my col-
leagues to protect our borders effectively and fairly.

Strengthening the security of our borders is an indispensable
part of this Nation’s effort to prevent future terrorist attacks. We
must develop policies and enact laws that meet the serious security
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threats we face from abroad, and we must do so without obstruct-
ing the entry of the more than 31 million foreign nationals who le-
gally enter the United States each year.

Clearly, the screening of foreign nationals who seek entry into
the United States must be improved. To do so, we must make bet-
ter use of intelligence information to identify high-risk individuals
who are potential terrorists and make sure that the information is
in the hands of the proper authorities in time to act.

Accurate and timely intelligence is critical. Federal intelligence
and law enforcement agencies maintain lookout lists containing the
names of foreign nationals who pose a threat to our safety and se-
curity. To keep these persons out of the United States, intelligence
agencies and law enforcement agencies must be able to share and
update this critical information with the Department of State and
the Immigration and Naturalization Service as quickly as possible.

The Office of Homeland Security should coordinate the imple-
mentation of a comprehensive data-sharing system to provide these
front-line agencies with the critical information that they need.

Weaknesses exist in the lookout system. Potential terrorists often
use aliases and obtain false or stolen identification. Biometric iden-
tification technology can be used to improve the reliability of the
lookout lists and enhance border security. Their use should be sig-
nificantly expanded, for inclusion in passports, visas, and other
travel papers.

Biometric technology should also be used to screen incoming
travelers. Automated systems, such as INSPASS, should be ex-
panded where practical to screen low-risk travelers.

The United States, Canada, and Mexico can clearly do more to
coordinate border efforts against terrorists. Efforts to share lookout
lists, develop and improve joint inspection regimes and facilities,
and train intelligence and other enforcement personnel should be
expanded.

Yesterday, Senator Brownback and I met with our two Ambas-
sadors from Canada and Mexico who made good recommendations,
and today earlier we met with the Deputy Prime Minister of Can-
ada, who also had useful suggestions.

In addition, we should work more closely with our European al-
lies and other countries to develop agreements to share intelligence
databases and collect information on persons who have engaged in
terrorist activity or who may be a threat. And up until the law
which has just passed the Senate, there was a prohibition of shar-
ing that information, both for the United States and also in gaining
that information. We have made progress on that in the legislation
which is pending action now in the conference.

We should also expand the number of pre-clearance sites abroad.
Currently, most foreign nationals are inspected by immigration of-
ficers upon arrival at U.S. ports of entry. Use of pre-clearance sites
allows more time for thorough inspections and can lead to the ap-
prehension of suspected terrorists before they arrive in the U.S.

Many airlines transmit their passenger lists to the destination
airports, enabling U.S. authorities to investigate the list while the
planes are en route. Transmittal of these lists is currently being
used in 75 to 80 percent of all cases, but it should be used for all
international flights.



3

In addition, full implementation of an automated exit/entry sys-
tem will enable the INS to monitor foreign nationals in the U.S.
more effectively. Implementation of this system has been delayed
because the INS has lacked the technology to implement this meas-
ure at all ports of entry, especially at the land borders.

I know Mr. Ziglar has made this case appearing before other
Committees about the importance of getting the resources. We sup-
port those requests, and they should be given a high priority.

Federal funding is also needed to implement and effectively oper-
ate the electronic foreign student tracking system enacted in 1996.

A related issue is the large number of U.S. educational institu-
tions authorized to enroll foreign students. Periodic review is need-
ed to ensure that these institutions are professional and competent.
That hasn’t been done in the past. It will be done in the future.

The implementation of all these tracking systems will enable the
INS to determine whether foreign nationals have complied with the
terms of their visas and help to enhance our security and safety by
identifying possible threats. We can protect our Nation’s security,
without undermining our history and heritage as a Nation of immi-
grants.

[The prepared statement and an attachment of Senator Kennedy
follow.]

STATEMENT OF HON. EDWARD M. KENNEDY, A U.S. SENATOR FROM THE STATE OF
MASSACHUSETTS

It’s a privilege to chair this hearing today on the critical issue of border security
and its critical importance in preventing terrorism. I welcome all our distinguished
witnesses and I commend them for their commitment to this important issue. I look
forward to hearing from them today and to working with my colleagues to protect
our borders effectively and fairly.

Strengthening the security of our borders is an indispensable part of the nation’s
effort to prevent future terrorist attacks. We must develop policies and enact laws
that meet the serious security threats we face from abroad, and we must do so with-
out obstructing the entry of the more than 31 million foreign nationals who legally
enter the United States each year.

Clearly, the screening of foreign nationals who seek entry into the U.S. must be
improved. To do so, we must make better use of intelligence information to identify
high risk individuals who are potential terrorists, and make sure that the informa-
tion is in the hands of the proper authorities in time to act.

Accurate and timely intelligence is critical. Federal intelligence and law enforce-
ment agencies maintain “lookout lists” containing the names of foreign nationals
who pose a threat to our safety and security. To keep these persons out of the
United States, intelligence agencies and law enforcement agencies must be able to
share and update this critical information with the Department of State and the Im-
migration and Naturalization Service as quickly as possible.

The Office of Homeland Security should coordinate the implementation of a com-
prehensive data sharing system to provide these front line agencies with the critical
information they need.

Weaknesses exist in the lookout systems. Potential terrorists often use aliases and
obtain false or stolen identification. Biometric identification technology can be used
to improve the reliability of the lookout lists and enhance border security. Their use
should be significantly expanded, for inclusion in passports, visas and other travel
papers.

Biometric technology should also be used to screen incoming travelers. Automated
systems, such as INPASS, should be expanded where practicable to screen low-risk
travelers.

The United States, Canada, and Mexico can clearly do more to coordinate border
efforts against terrorists. Efforts to share lookout lists, develop and improve joint
inspection regimes and facilities, and train intelligence and other enforcement per-
sonnel should be expanded.
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In addition, we should work more closely with our European allies and other
countries to develop agreements to share intelligence databases and collect informa-
tion on persons who have engaged in terrorist activity or who may be a threat.

We should also expand the number of pre-clearance sites abroad. Currently, most
foreign nationals are inspected by immigration officers upon arrival at U.S. ports
of entry. Use of pre-clearance sites allows more time for thorough inspections, and
can lead to the apprehension of suspected terrorists before they arrive in the U. S.

Many airlines transmit their passenger lists to the destination airports, enabling
U.S. authorities to investigate the list while the planes are en route. Transmittal
of these lists is currently being used in 75-80% of all cases, but it should be used
for all international flights.

In addition, full implementation of an automated exit/entry system will enable the
INS to monitor foreign nationals in the U.S. more effectively. Implementation of this
system has been delayed because the INS has lacked the technology to implement
this measure at all ports of entry, especially at the land borders.

Federal funding is also needed to implement and effectively operate the electronic
foreign student tracking system enacted in 1996.

A related issue is the large number of U.S. educational institutions authorized to
enroll foreign students. Periodic review is needed to ensure that these institutions
are professional and competent.

The implementation of all of these tracking systems will enable the INS to deter-
mine whether foreign nationals have complied with the terms of their visas, and
help to enhance our safety and security by identifying possible threats. We can pro-
tect our nation’s security, without undermining our history and heritage as a nation
of immigrants.

Again I thank the witnesses for being here, and I look forward to their testimony.

EFFECTIVE IMMIGRATION CONTROLS TO DETER TERRORISM

OCTOBER 17, 2001

The terrorist attacks on September 11 made clear that the United States current
intelligence and terrorism prevention net leaves us vulnerable to serious security
dangers. Strengthening immigration laws should be an indispensable part of the na-
tion’s efforts to prevent future terrorist attacks. Effective immigration and border
controls can have a significant impact on our national security.

This week, Senator Edward M. Kennedy, joined by Senator Sam Brownback (R—
KS), is introducing legislation that will institute new procedures and dedicate new
resources to increase the likelihood that potential terrorists can be detected and ap-
prehended before they act. This legislation will significantly improve the screening
of foreign nationals seeking entry into the U.S. and better secure the nation’s bor-
ders. By making better use of intelligence information to identify high risk individ-
uals who seek to harm us, and ensuring that timely information is in the hands
of the proper authorities, this legislation will help the nation meet the serious secu-
rity threats we face from abroad, without obstructing the free flow of goods across
our borders or the entry of the more than 31 million foreign nationals who legally
enter the U.S. each year as visitors, students, and temporary workers.

This legislation will increase the development and implementation of effective im-
migration controls to deter terrorism.

INTELLIGENCE. TECHNOLOGY, AND COOPERATION

Accurate and Timely Intelligence Is Critical

Federal intelligence and law enforcement agencies maintain “lookout lists” con-
taining the names of foreign nationals who should not be admitted to the U.S. These
are individuals who have criminal records, who have been denied visas or previously
deported, who are suspected terrorists, or who require serious scrutiny for other rea-
sons. To successfully prevent the admission of these persons into the U.S., all intel-
ligence agencies and law enforcement agencies, including the CIA, DIA, NSA, and
FBI, must share this critical information with the Department of State and the Im-
migration and Naturalization Service in a timely manner.

Currently, some of this information is not shared with these two agencies, which
are responsible for making determinations about who is granted a visa or is admit-
ted to the U.S. Legislation is now pending which will provide the Department of
State and INS with electronic access to the FBI's criminal history databases. The
Department of State and the INS should also have electronic access to all lookout
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lists maintained by the CIA, DIA, NSA and FBI. The new Office of Homeland Secu-
rity should coordinate the implementation of a comprehensive data sharing system
to provide these front line agencies with the critical information they need Senator
Kennedy’s legislation will require the prompt development and implementation of
a plan to provide the State Department and the INS with timely electronic access
to all lookout lists maintained by the CIA, DIA, NSA and FBI.

Biometric Technology Can Improve Security

Weaknesses exist in the lookout systems in terms of identifying terrorists seeking
visas. Potential terrorists often use aliases and obtain false or stolen identification.
Biometric identification technology can improve the reliability of the lookout lists
and enhance border security. The most common biometric data include fingerprint
and hand imaging, iris and retina scans, and facial recognition. These data cannot
be borrowed, or stolen, and forging them is extremely difficult. These new tech-
nologies can match a unique identifying characteristic of an individual with a name,
and they need to be used effectively.

Machine-readable passports and visas are becoming more prevalent and more dif-
ficult to counterfeit. Biometric data are currently being incorporated into some im-
migration documents, and their use should be significantly expanded, for inclusion
in passports, visas and other travel documents. With such technology, a traveler’s
identity can be quickly and definitively verified by matching the identity with bio-
metric data incorporated in their documents.

Biometric technology should also be used to screen incoming travelers. Systems,
such as INPASS, which use biometric imaging, have proven successful in screening
frequent low-risk travelers. Such systems should be expanded where practicable,
since they enable more resources to be allocated to anti-terrorist and security activi-
ties.

This legislation will authorize funding to study, develop and implement the use
of biometric identifiers in passports, visas and other immigration documents, and
the use of biometric technologies to screen incoming travelers to the U.S.

A North American System

The U.S., Canada, and Mexico can clearly do more to coordinate border efforts
against terrorists. Cooperation between our countries can be strengthened, taking
into account each other’s security concerns, while still facilitating the movement of
goods and persons. Efforts to share lookout lists, develop and improve joint inspec-
tion regimes and facilities, and train intelligence and other enforcement personnel
should be expanded.

Criminal smuggling rings, with knowledge of the weaknesses in our border secu-
rity, have developed into multi-billion-dollar-a-year operations, and potential terror-
ists could use these smuggling operations to cross the border. Detecting and shut-
ting down smuggling operations requires close cross-border cooperation, and these
border security efforts must be strengthened.

In addition, we should work more closely with our European allies and other
countries, to develop reciprocal agreements to share intelligence databases and col-
lect information on persons who may be a potential threat or who have engaged in
terrorist activity.

This legislation authorizes the Department of State and INS, in conjunction with
the Office of Homeland Security, to study the costs, procedures and implementation
of a Perimeter National Security Program for the U.S., Canada, and Mexico. It will
also authorize a substantial increase in staffing and resources for the INS and De-
partment of State to enhance security along the nation’s borders.

SCREENING INDIVIDUALS BEFORE THEY ARRIVE IN THE U.S.

Consular Offices: The First Line of Defense

Most foreign nationals traveling to the United States must apply for visas from
U.S. consulates abroad. Consular officers, who tend to be junior personnel with little
job experience, interview applicants to determine whether they are eligible for visas.
Until now, consular screening has focused primarily on detecting visa overstayers,
examining indicators such as bank accounts, which have no bearing on whether the
applicant is a security risk. Although this focus is important, more emphasis is
needed on issues of security. We should build a corps of knowledgeable and experi-
enced consular officers, skilled in screening for security threats.

This legislation will require the Department of State to provide specialized train-
ing for consular officers in the effective screening of visa applicants who pose a po-
tential threat to the U.S.



Immigration Checks at Airports Abroad:

Foreign nationals are generally inspected by immigration officers upon arrival at
U.S. ports of entry. In some high-volume airports abroad, U.S. immigration checks
are performed at pre-clearance sites at the point of departure, where travel docu-
ments are inspected before an individual boards a U.S.-bound plane. Pre-clearance
sites should be expanded. They allow more time for thorough inspection. While a
U.S. inspector has no authority to arrest a suspected terrorist at a pre-clearance
site, the U.S. could cooperate with authorities who do have the power to apprehend
suspects.

This legislation will examine the expansion of pre-flight inspection sites abroad,
including the number, location, cost, staffing, and training of personnel.

Sharing Passenger Lists:

Once travelers have boarded, many airlines voluntarily transmit the passenger
manifest to the destination airports. Passenger lists are investigated while the
planes are enroute. Once the planes have landed, authorities can intercept pas-
sengers who are on the lookout lists. Transmittal of airline manifests is currently
being used in 75-80% of all cases, but it should be used for all international flights.
The State Department should also transmit electronic versions of its visa files to in-
spectors, so they are available at the time of inspection.

This legislation will require all international commercial air carriers to provide
passenger manifest information in advance of arrival.

MONITORING FOREIGN NATIONALS IN THE U.S.

Automated Exit/Entry System

Upon arriving in the U.S., non-citizens, including permanent residents and tem-
porary foreign visitors, workers, and students, complete a form, called the I-94
form, which they are supposed to return when they leave the country. Upon depar-
ture, travelers are required to return the I-94 forms to airline representatives, who
are supposed to turn them over to the INS. Compliance is inconsistent, as not all
carriers return the 1-94 forms to the INS.

Persons leaving the country at land borders are also supposed to turn in I-94
forms, but many do not. These forms are currently completed by hand, and cannot
be used to track the departure of specific persons until entered into a computer.

In 1996, Congress enacted legislation mandating the development of an auto-
mated entry/exit control system to record the entry of every non-citizen arriving in
the U.S. and match it with a record of departure. The INS lacked the technology
to implement this needed measure at all ports of entry, especially at the land bor-
ders, without serious disruptions. Last year, Congress enacted legislation to estab-
lish reasonable implementation deadlines. The Attorney General is required to im-
plement the integrated system by December 31, 2003 at all air and sea ports. For
the 50 busiest land border ports of entry, the system would be implemented by De-
cember 31, 2004, and for all other land border ports, by December 31, 2005.

Technology is available to implement electronic entry/exit controls at all air and
sea ports, but it is costly. Other countries utilize electronic controls that could be
models for a similar U.S. program. For example, Australia has an electronic visa
that is incorporated into the airline ticket. Implementation should be funded by the
federal government, and airline compliance should be mandatory.

Since implementation at land borders is more difficult and has the potential of
disrupting commerce, additional time and resources will be needed to establish ef-
fective exit controls at these borders. In the meantime, other steps can be taken.
The U.S. has experimented with commuter lanes that permit officials to pre-screen
applicants, and to issue more secure documentation and devices for automobiles, to
expedite crossings without sacrificing security. Such programs should be expanded
to permit rapid crossings of low-risk commuters and enable the INS to concentrate
its resources on those who have not been pre-screened.

This legislation will authorize funding to implement an automated entry/exit sys-
tem at all ports of entry, using technology standards, biometric identifiers, and ma-
chine readable documents to confirm and record identity. It will also expand the use
of existing automated systems at land ports of entry to screen low-risk travelers.

Monitoring Foreign Students. In 1996, Congress established a program to collect
information on non-immigrant foreign students and exchange program participants.
The CIPRIS program was designed to apply to non-immigrants with F (student), J
(exchange visitor), or M (vocational) visas. Information collected includes name and
current address, major field of study, termination date and reason for termination,
tﬁe nur(rilber of credits completed per year, and any disciplinary action taken against
the student.
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A pilot phase of this program ended in 1999, but the system has not been imple-
mented nationwide. Universities and colleges expressed serious concerns about the
costs and administrative burdens of the tracking program. Some of these concerns
were addressed in legislation last year, but other problems persist. They include
lack of adequate funding for State Department consular operations and INS moni-
toring systems; gaps in reporting systems that make it impossible for the INS to
know when foreign students leave, or when they fail to show up for their programs;
and inadequate support for university officials responsible for ensuring compliance
with visa requirements.

Federal funding is critical to implement and effectively operate the this tracking
system. The INS has estimated that the cost of implementation is approximately
$32 million over the next three years. Gaps in the tracking program should be
closed by requiring the INS to notify institutions of a student’s entry into the U.S.,
and requiring institutions to report to the INS the non-appearance of any student
reported and any student who heaves the program.

A related problem is the large number of U.S. educational institutions authorized
to issue forms to allow foreign students to obtain visas. Currently, more than 26,000
institutions are authorized to enroll foreign students. Periodic review is warranted
to ensure that these institutions are professional and competent. They should certify
that they agree to comply with the reporting and recordkeeping responsibilities or
risk losing their authority to enroll foreign students.

This legislation will authorize funding to implement the automated student track-
ing system, expand the types of schools covered by the system to into include flight,
language, and other vocational schools, close gaps in record keeping and reporting
gequirements, and require a review of institutions authorized to enroll foreign stu-

ents.

An Integrated Approach

The implementation of an automated entry/exit system and the student tracking
system will notify authorities whether foreign nationals have left the country under
the terms of their visas, and whether foreign students are properly maintaining
their status.

But, it is important to remember that foreign students represent less than two
percent of the 30 million temporary visitors admitted annually to the U.S. And the
vast majority of foreign visitors, students and workers who may overstay their visas
are not criminals or terrorists.

Focusing INS resources on those who fail to comply with the terms of their visas
will do little to enhance our national security. Linking these tracking systems to
lookout systems and law enforcement databases, however, will enable the INS and
law enforcement agencies to screen foreign nationals more closely and identify and
apprehend those who do present a threat to our national security.

This legislation will authorize the development of a cross-agency, cost-effective
electronic system to enable tracking systems to be interfaced with intelligence and
law enforcement data systems.

Again, I want to thank our witnesses for being here, and I will
recognize Senator Brownback for his comments.

STATEMENT OF HON. SAM BROWNBACK, A U.S. SENATOR
FROM THE STATE OF KANSAS

Senator BROWNBACK. Thank you very much, Mr. Chairman. I ap-
preciate that and I appreciate our witnesses, and I think this is a
most timely and pressing topic in our combating terrorism and our
protection of our people and our way of life.

First, let me applaud the efforts of this Congress to react prompt-
ly to the terrorist threats that face us. In only a month’s time, our
represented officials came together and passed an extensive anti-
terrorist package, a tough, thoughtful, bipartisan piece of legisla-
tion, along with a number of other pieces of legislation, to allow us,
to help us to combat this war on terrorism. That will arm our Gov-
ernment well in the fight against terrorism.

I also applaud several of our colleagues, Senators Feinstein and
Kyl, for their insightful hearing last week on technology and ter-
rorism and this Subcommittee for today’s hearing on effective im-



8

migration controls to deter terrorism. Personally, I find the com-
mitment and patriotism that echoes through these halls to be truly
inspirational. United we do stand.

Nonetheless, the terrorist attacks of September 11th have unset-
tled the public’s confidence in our Nation’s security and have raised
questions about whether our institutions are up to the task of
intercepting and thwarting would-be terrorists. Given that the per-
sons responsible for the attacks on the World Trade Center and the
Pentagon came from overseas, our citizens understandably ask how
these people entered the United States and what can be done to
prevent their kind from doing so again.

Clearly, our immigration laws and policies are instrumental to
the war on terrorism. While the battle may be waged on many
fronts, for the man and woman on the streets immigration is the
front line.

Of course, we must be vigilant not to punish the innocent in our
efforts to ferret out the criminal, nor should we allow our values
or out economy to be compromised. But we have a duty to the
American people to take measured steps to keep terrorists from
reaching our shores.

At this stage we must get a clear lay of the land. We must assess
precisely where our immigration laws and practices are succeeding
and where they must be improved.

The war against terrorism is a war won by information. The
more information we have, the better our chances of winning. The
more information our defenders can share, the stronger our line of
defenses. The better grasp we have on our immigration procedures
and practices, the better we can secure our borders and our safety.

Mr. Chairman, I am hopeful that this hearing will bring to light
how best to utilize our immigration laws and resources to deter ter-
rorism. I look forward to hearing the insights and recommenda-
tions of our officials from the Immigration and Naturalization Serv-
ice and from the Department of State. I welcome the testimony of
our learned witnesses from the public sector.

I might add my comments as well to the comments that Senator
Kennedy put forward about we are working together on a bipar-
tisan piece of legislation to try to address specific areas where
there may be difficulties, where we need to tighten up overall on
our immigration system. People in this country deserve a system
that allows people into the country that want to be helpful to
America, but keeps people from the country who want to harm this
country. And I think that is all of our goals and our objectives. And
we have put forward, as Senator Kennedy has articulated, several
ideas already that we think would be useful in pressing this for-
ward to secure our borders in the front-line war, and that front line
in this war on terrorism being the immigration policies and proce-
dures that we practice as a country. I look forward to your com-
ments.

Chairman KENNEDY. Thank you very much.

Senator Cantwell has been very much involved in the develop-
ment of our legislation on immigration policy issues, and we wel-
come her, if she would say a word.
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STATEMENT OF HON. MARIA CANTWELL, A U.S. SENATOR
FROM THE STATE OF WASHINGTON

Senator CANTWELL. Thank you, Mr. Chairman. I thank Senator
Kennedy for holding this hearing on what I consider to be one of
the most important issues in the fight against terrorism. How can
we effectively secure our borders from terrorists? By improving the
quality and sharing of identity information; improving the screen-
ing of foreign nationals seeking entry on U.S. visas; improving the
awareness of comings and goings of these foreign nationals as they
enter and exit our country; and increasing the number of Border
Patrol and immigration personnel at our borders.

Mr. Chairman, we must strengthen the security at our border.
Last week, we passed a major anti-terrorism bill that contained a
number of provisions that will enable law enforcement and the
community of intelligence gatherers to obtain and share vital infor-
mation regarding persons who are a threat to the U.S.

One of the most important new tools I was pleased to have in-
cluded in this legislation is the requirement that State and Justice
develop a visa technology standard based on biometrics to help se-
cure our border and make certain each individual who seeks entry
into our country on a visa is the person he or she claims to be and
that there is no reason to keep that person out of the country.

American citizens and the citizenship that they get comes with
a deeply valued privilege, and that is the right to privacy. But to
require a fingerprint or digital photograph of an alien seeking to
enter our country is a reasonable and effective way to improve our
ability to keep terrorists out of the country while still welcoming
a vibrant flow of legal aliens.

Aliens seeking to visit, to go to school, work, engage in business
will provide the consular office considering that visa application
with some type of biometrics, most likely fingerprint and digital
photograph, so that we can compare the identity information with
that of persons who are unwelcome in the United States. With this
technology, we will be able to confirm the person presenting a visa
at the border with the information that they need.

The technology standard is not prescriptive, and I am well aware
that there are many different types of technologies available here
and in Canada and in other places. And I have left it to the agen-
cies to determine what type of information sharing should be re-
quired as part of the visa program.

Let me note that I recognize that technology will be only as good
as the information system which it is put into, and, therefore, fa-
cilitating a technology that compels cooperation between agencies
will be very important. I hope to aid in changing the non-tech-
nology barriers to data sharing.

Further, I am willing to work with the chairman and Senator
Brownback and my other colleagues to assure that uniform prac-
tices that will feed the system with critical information on the
State Department and INS need to be also working on an inter-
national basis with our allies so that our northern perimeter will
be as good as that technology standard.

Mr. Chairman, again, I look forward to hearing the comments
from the witness, and thank you for holding this very important
meeting.
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Chairman KENNEDY. Thank you.

We have been joined by Senator Grassley.

Senator GRASSLEY. Thank you very much, Mr. Chairman.

I think that we need to better share information. The INS needs
all relevant information at its disposal that will identify and track
down immigrants who are on watch lists of other countries.

The second point I would make is that we should implement
technologies needed to prevent illegal or criminal aliens from enter-
ing. We need to create tamper-resistant visas and passports. We
need to invest in an effective biometric system and provide the
scanners to read the information on border crossing cards. I know
that Mr. Ziglar is going to lay out about that testimony and has
instructed his staff to expedite database improvements. He specifi-
cally mentions the Student Exchange Visitor Information System.

Unfortunately, delay in the implementation of this system has
and may continue to have detrimental effects on our Nation’s secu-
rity, and that is very unacceptable. We want to help the colleges
and universities, and in turn, I believe that colleges will want to
help us in our war on terrorism.

Pursuant to this, I wrote Attorney General John Ashcroft and re-
quested immediate consideration of Federal funding to speed up
implementation of the student tracking system. I propose that the
Justice Department use a portion of the emergency anti-terrorism
funds approved by Congress to fund the start-up of the student
tracking system. Additionally, the Department should clearly out-
line the responsibilities of schools who wish to retain foreign stu-
dents.

Finally, I realize that the Immigration Service does not have the
enforcement tools to go after every foreign student whose visa ex-
pires. And even if Federal agencies are sharing data and using the
best technology we can create, the INS will still face problems in
catching the bad guys.

These are situations in which we can enlist State and local sup-
port. By implementing Section 133 of the Illegal Immigration Re-
form and Immigrant Responsibility Act, the Department of Justice
can enter into agreements with local law enforcement agencies in
order to allow qualified officers to help in the investigation, appre-
hension, and detention of illegal aliens.

The enemy could be among us, and the threat certainly remains
before us. Now is the time to act on what we know are problems.
I already identified a number of problems and concrete solutions.
We need to move forward with the proposals that we have dis-
cussed since September the 11th.

I thank you, Chairman Kennedy.

Chairman KENNEDY. Thank you very much.

It is an honor to introduce our first panel: Assistant Secretary of
State Mary Ryan; Acting Assistant Secretary Lino Gutierrez; and
INS Commissioner James Ziglar.

Ambassador Ryan has been a distinguished leader at the State
Department since she joined the Foreign Service in 1966. She be-
came Assistant Secretary of State for Consular Affairs in 1993. Be-
fore that, she had served as Deputy Assistant Secretary in the Bu-
reau of European and Canadian Affairs, as Ambassador to Swazi-
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land, and in numerous embassies and positions in the State De-
partment.

Ambassador Gutierrez has also had a distinguished career in the
State Department, where he is now Acting Assistant Secretary for
Western Hemisphere Affairs. He has served as Ambassador to
Nicaragua and has also been posted to the Dominican Republic,
Portugal, France, and the Bahamas, and has extensive knowledge
on border security issues.

Commissioner Ziglar is well respected by all of us in the Senate
who know him well, and I am honored to welcome him back to this
Committee in his new position as the Commissioner of Immigration
and Naturalization Service. Mr. Ziglar worked closely with all of us
in the Senate in his outstanding years as the Senate Sergeant-at—
Arms. He has also served as a managing director of Paine Webber
and Drexel Burnham Lambert, as Assistant Secretary of the Inte-
rior for Water and Science. He had also practiced law for many
years and was a clerk on the U.S. Supreme Court for Justice Harry
Blackmun.

I thank all of you for being here. We will recognize Ms. Ryan.

STATEMENT OF MARY A. RYAN, ASSISTANT SECRETARY OF
STATE FOR CONSULAR AFFAIRS, DEPARTMENT OF STATE,
WASHINGTON, D.C.

Ms. RYAN. Mr. Chairman, members of the Committee, thank you
for the opportunity to appear before you today to explain the role
of the Bureau of Consular Affairs, and most particularly our visa
processing system, in our country’s border security program. I have
a much longer statement, Mr. Chairman, which I would like your
permission to submit for the record.

Mr. Chairman, the resolve of the Department of State and the
Bureau of Consular Affairs to be full partners in the war against
terrorism is stronger than ever. In my testimony today, Mr. Chair-
man, I will describe what we have been doing to make our consular
name check systems the best in the world and our plans to make
them even better in the future. I will also address the procedures
for visa issuance and the scope of the Department’s data sharing
with intelligence and law enforcement communities.

I can say with confidence that we are using today a state-of-the-
art visa name check system, and we continue to seek and explore
new technologies to expand our capabilities. If there is one thought
that I can leave with the Subcommittee today, it is that any name
check system is and will be only as good as the information we re-
ceive to put into it.

Let me begin by noting that all visa cases are processed using
the automated name check system, which prompts the name check
through the Department of State’s centralized lookout system
known as CLASS. A consular officer must review all hits before the
case can be formally approved for printing. There is no override to
this procedure. Simply stated, it is not possible to issue a visa un-
less the name check has been completed and reviewed by an officer.

The Department also has in place special headquarters clearance
procedures for nationals of certain countries, including students,
such as those on the State Sponsors of Terrorism list, as well as
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for those whose planned travel raises concerns about unauthorized
access to sensitive technologies.

Once approved, a visa containing numerous safety features and
a digitized photo is placed in the alien’s passport. I should point
out that the period of visa validity has nothing to do with the pe-
riod for which the alien may remain in the United States. A visa
permits the alien to apply for entry to the United States. Only INS
may authorize such entry and determine the alien’s length of stay.

Now, let me briefly describe our visa name check database.
CLASS, which stands for Consular Lookout and Support System,
contains about 5.7 million names concerning foreigners, most of
which originate with visa applications at our consulates and em-
bassies abroad. INS, DEA, the Department of Justice, and other
Federal agencies also contribute to our system. We in turn have
provided approximately 500,000 lookout records to other agencies
through real-time electronic links to the Interagency Border Inspec-
tion System, known as IBIS.

In the aftermath of the World Trade Center bombing in 1993, the
Bureau of Consular Affairs funded a counterterrorism tool known
as TIPOFF. This utilizes sensitive intelligence and law enforcement
information from the CIA, the NSA, FBI, and our overseas posts
concerning known or suspected terrorists.

The TIPOFF staff screens all incoming intelligence reports and
other sources of information for the names and biographic data of
known and suspected terrorists. Permission is obtained from the
relevant agencies to declassify identifying data of suspected terror-
ists, and then that data is entered into CLASS at IBIS.

The Visas Viper program is another integral part of TIPOFF.
The Visas Viper staff, in close coordination with the Bureau of Con-
sular Affairs, solicits information on suspected terrorists from over-
seas posts for inclusion into the database. Beginning in 1996, with
the help of Congress through retained machine-readable visa fees,
Consular Affairs undertook a major modernization of our systems.
By 2001, all visa data collected abroad, including photographs of
the applicants, is being replicated to the Consular Consolidated
Database and is made available to posts abroad. This year we de-
ployed a pilot program to share limited non-immigrant visa data
with INS inspectors at the port of entry at Newark, and we are
very pleased that INS will soon expand use of this replicated data
to all ports of entry. This will provide each INS inspector with a
photo to compare with the person in front of them, a system cheap-
er than fingerprints and just as effective.

The Consular Lookout and Support System is modern and ex-
tendable. Our name check system remains robust because we con-
tinue to upgrade it. Allow me to outline a few of the initiatives that
we have underway right now.

For many years, we have sought access to FBI criminal data on
aliens applying for non-immigrant visas. I am very grateful to
Members of Congress that legislation has been introduced that
would provide us this data. I particularly want to thank you, Mr.
Chairman, Senator Brownback, and others on the Subcommittee
for introducing S. 1452 on September 21st.

I realize that my time is almost out, and—

Chairman KENNEDY. This is very important.
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Ms. RYAN. Should I just continue?

Chairman KENNEDY. Please.

Ms. RyAN. I don’t want to take too long.

We will also soon introduce improved field backup name check
systems for use when telecommunication links are interrupted, and
by summer 2002, every visa-issuing post will have a local backup
that closely approaches the abilities of the CLASS mainframe.

Photographs are key to our exploration of biometrics. Because
every visa application already contains a photograph, we capture a
biometric identifier on all applicants right now. For this reason, we
have for some time been investigating the use of facial recognition
technology for identification purposes.

Pilots at our posts in India and Nigeria have proved very prom-
ising, and in late August, we launched a pilot at the Kentucky Con-
sular Center aimed at detecting invalid diversity visa applications.
We will soon test the abilities of facial recognition software to com-
pare visa applicants to a sample database of photographs of sus-
pected terrorists. We seek to expand the pool of such photographs
through liaison with other Government agencies. We are also con-
sulting with private sector users of facial recognition technology.

We will also soon complete field-testing a new, more secure non-
immigrant visa and design a machine-readable, secure immigrant
visa that will, in conjunction with the data-share program, vir-
tually eliminate photo substitution. We are also planning to de-
velop a forensic documents lab to give us an independent capability
to detect and counter fraudulent or counterfeit U.S. and foreign
visas and passports.

Mr. Chairman, all of these initiatives, past, present, and future,
have been made possible because of a very wise decision by the
Congress a few years ago to permit us to retain machine-readable
visa fees. Since 1994, when we were given the authorization to
charge and retain these fees, we have spent every penny sensibly
and judiciously. We continue to rely on MRV fees, as we call the
machine-readable visa fees, to finance the salary and basic benefits
of virtually all American employees who provide consular services.
Permanent and uncapped MRV fees are essential to continuing our
efforts to enhance our border security program.

Mr. Chairman, in our free society, we must continue to improve
the security of our borders while keeping our hearts, our minds,
and our economy open to new ideas, new people, and new markets.
CA has been and will continue to be a full partner in the battle
against terrorism.

I close with the point that I made at the outset. We cannot be
the effective outer ring of border security if we don’t get informa-
tion on people who seek to harm our country from intelligence and
law enforcement agencies. Information sharing is key to the protec-
tion of our Nation.

Thank you, Mr. Chairman, and members of the Committee for al-
lowing me to appear before you today. I will be pleased to try to
answer any questions you may have.

[The prepared statement of Ms. Ryan follows:]
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STATEMENT OF MARY A. RYAN, ASSISTANT SECRETARY FOR CONSULAR AFFAIRS,
DEPARTMENT OF STATE

Mister Chairman and Members of the Committee:

Thank you for the opportunity to appear before you today to explain the role of
the Bureau of Consular Affairs, and most particularly our visa processing system,
in this country’s border security program. I only wish, Mr. Chairman, that the con-
text for this hearing could be different. In that case I could open these remarks by
saying how happy I am to appear before you, because I am proud of the systems
we have developed over the past several years and that we work very hard to im-
prove each and every day. I would convey again my appreciation for the help that
the Congress has given the Department to improve our consular systems by allow-
ing us to retain machine-readable visa (MRV) fees. However, I appear before you
today keenly aware of the terrible tragedy that befell our country and all civilized
countries on September 11.

In my testimony, Mr. Chairman, I will outline for you what we have been doing
to make our consular systems the best in the world and our plans to make those
systems even better in the future. During my tenure as Assistant Secretary, the Bu-
reau of Consular Affairs (CA) has been continually engaged in efforts to design, de-
ploy, and improve the systems that help flag for our consular officers terrorists and
criminals among visa applicants. I can say with confidence that ours is a state-of-
the-art system that functions as it was designed. At the same time, we continue to
seek and exploit new technologies to strengthen our capabilities. If there is any sin-
gle point I can leave with the Committee, it is that that any namecheck system is
and will be only as good as the information we receive to put in it.

VisA PROCESSING

I will first focus on non-immigrant visa processing and explain briefly how appli-
cants are processed so that you will understand the environment in which out sys-
tems operate. Applicants for non-immigrant visas submit a written application, with
a passport and photo, for adjudication by a commissioned consular officer or other
designated U.S. citizen. Locally engaged staff assist in visa processing but are not
authorized to approve and issue visas.

Visa applications are processed using sophisticated automated systems. Data
entry automatically prompts a namecheck through the Department of State’s cen-
tralized lookout system (CLASS, the details of which I will discuss later in my testi-
mony). A consular officer must review all hits before the case can be formally ap-
proved for printing. There is no override for this feature; it is not possible to print
a visa unless a namecheck has been completed and reviewed by an officer.

Consular officers evaluate applications by looking at the full range of criteria es-
tablished by U.S. immigration law. They review the credibility of professed plans
for travel to the U.S. For most visas, applicants must establish that they intend to
visit the U.S. only temporarily, are qualified for the visa classification sought, and
will undertake only activities consistent with the particular visa status. Applicants
must also establish that they are not otherwise ineligible to receive a visa under
one of the specific grounds of ineligibility in the Immigration and Nationality Act,
including terrorism, drug trafficking and alien smuggling.

In addition to namecheck results, consular officers use a combination of experi-
ence, knowledge of local economic, political and cultural conditions, and common
sense to evaluate applications. Supporting documentation may be solicited and re-
viewed as needed. When there are specific signs of fraud or deception, an investiga-
tion may be conducted using consular anti-fraud resources.

The ever-growing numbers of visa applications has meant that consular officers
must reach decisions in individual cases rapidly. To assist them in doing so, our
namecheck technology provides results in real-time. We have used outside linguistic
experts to make our search criteria for “hits” as helpful as possible. We have insti-
tuted sophisticated Arabic and Russian/Slavic algorithms to identify names regard-
less of transliteration variations, and are presently developing a similar algorithm
for Hispanic names.

Once approved, a visa containing numerous security features and a digitized
photo is placed in the alien’s passport. The maximum period of visa validity is ten
years for multiple entries. The validities of different types of non-immigrant visas
are determined on the basis of reciprocity with each foreign government. I should
point out, Mr. Chairman, that the period of visa validity has nothing to do with the
period for which an alien may remain in the United States. A visa permits an alien
to apply for entry to the U.S., but only the INS may authorize such entry and deter-
mine the alien’s length of stay.
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Visa data, including photos and pertinent biographic data, is electronically for-
warded to the Consolidated Consular Database maintained in Washington. This
database also contains information on refused applications.

Immigrant visas are for persons intending to reside permanently in the United
States. U.S. citizens and legal permanent resident aliens, as well as prospective em-
ployers, file with the INS petitions on behalf of certain relatives and employees. A
special element of U.S. immigration law is the Diversity Visa (DV) for which “win-
ners” are chosen by lottery. Like non-immigrant visa applicants, immigrant visa and
DV applicants must undergo namechecks. In addition, an FBI employee at the Na-
tional Visa Center does a National Criminal Information Center (NCIC) criminal
history check of these applicants.

I should note that, while immigrants are covered by NCIC screening, non-
immigrants are not. I'll return to the solution to this problem, which I hope is immi-
nent, in the context of our namecheck system.

THE NAMECHECK SYSTEM

Integral to visa processing is the namecheck system. CA is well aware of the im-
portance of sharing and receiving critical intelligence and criminal data from intel-
ligence and law enforcement agencies. In addition to ensuring that no visa is issued
without a namecheck, we have worked hard over the past decade to deliver more
information from other agencies to our visa officers via the namecheck system.

Our lookout database, the Consular Lookout and Support System (CLASS), con-
tains about 5.7 million records on foreigners, most of which originate with the visa
application process at our consulates and embassies overseas. A variety of federal
agencies contribute lookouts to our system. INS has provided over one million
records, and DEA about 330,000. Customs is working with us to provide 20,000 or
more lookouts from its serious drug violator records by the end of this year. We in
turn provide Customs, INS and other agencies using the Interagency Border Inspec-
tion System (IBIS) with approximately 500,000 lookout records through a real-time
electronic link.

We also provide our officers, and the INS, with data on lost and stolen foreign
passports to prevent the use of such passports by impostors.

TIPOFF AND VISAS VIPER

In the aftermath of the 1993 World Trade Center bombing, the Bureau of Con-
sular Affairs—as part of the Department of State’s border security program—funded
a border security and counterterrorism tool known as TIPOFF. It was developed,
and is managed, by the Bureau of Intelligence and Research (INR), utilizing sen-
sitive intelligence and law enforcement information from the CIA, NSA, FBI and our
overseas posts concerning known or suspected terrorists. TIPOFF’s objective is to
detect these individuals either as they apply for visas overseas, or as they attempt
to pass through U.S., Canadian, and Australian border entry posts. (Data-sharing
programs were implemented with Canada in 1997, and with Australia in 2000.)

The TIPOFF staff in INR screens all incoming intelligence reports, embassy ca-
bles and other sources of information for those documents containing the names and
biographic data of known or suspected terrorists. Following strict procedures ap-
proved by the respective intelligence and law enforcement agencies, permission is
obtained to declassify names, nationalities, passport numbers and dates of birth of
suspected terrorists. This data is then entered into CLASS and the INS and Custom
Service’s IBIS system. Consular officers overseas encounter “hits” based on TIPOFF
data in the regular course of their work. The CLASS database contains over 48,000
such records. TIPOFF has passed approximately 23,000 records to INS and other
inspection services at ports of entry via IBIS, which uses a higher standard of bio-
graphic data for its entries.

The Visas Viper program is an integral part of TIPOFF. The TIPOFF/Viper staff
works in close coordination with CA to solicit information about suspected terrorists
from overseas posts. This data is included in the TIPOFF database and watchlisted
in CLASS and IBIS. A procedural adjunct to the Visas Viper program, called
TIPPIX, incorporates terrorists’ photographs into the TIPOFF and IBIS databases.

TIPOFF performs the following important functions:

¢ t helps preclude the inadvertent issuance of visas to terrorists whose
names are known to intelligence and law enforcement agencies;

« It warns embassies and consulates that certain applicants may pose a se-
curity risk;

¢ It alerts intelligence and law enforcement agencies that a suspected ter-
rorist is applying for a visa;
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¢ It provides a means for informed decisions to be made on whether to
issue a visa for operational or other policy considerations, or deny the appli-
cation;

¢ It enables INS and Customs to detect suspected terrorists who may have
obtained a visa prior to being watchlisted in CLASS, or who are attempting
to enter the U.S. through the Visa Waiver Program (VWP);

¢ And it provides operational opportunities at border entry points through
use of “silent hits” or other handling codes.

We are also comparing new TIPOFF hits in the Consular Lookout and Support
System with visa issuance information in the Consolidated Consular Database, to
deterrréine if a subject of derogatory information was issued a visa before the hit was
created.

SECURITY ADVISORY OPINIONS

We also address cases posing potential security threats using Security Advisory
Opinion procedures. We have concluded a series of agreements with law enforce-
ment and national security agencies concerning categories of individuals of concern.
Such persons are the subjects of a cable prepared by a consular officer and dissemi-
nated electronically to all appropriate agencies for an in-depth clearance.

The Department of State has designated Cuba, Iran, Iraq, Libya, North Korea,
Sudan, and Syria as state sponsors of terrorism. Visa applications by officials and
diplomats of these countries for the most part must be submitted to the Visa Office
for review and an advisory opinion as to ineligibility before a visa can be issued.
(This requirement does not presently extend to diplomatic/official visa applicants
from Syria.) Non-official visa applicants from these countries are also subject to a
wide range of special clearance procedures based on their background, the nature
of their proposed visit, and the type of visa they are seeking.

Based on agreements with the FBI, we also maintain a variety of special clear-
ance procedures—beyond the regular CLASS namecheck—for numerous other na-
tionalities, including Afghanistan. The reasons for these special clearance proce-
dures vary, but include concerns related to espionage, technology transfer, economic
sanctions, and human rights violations.

In addition to these nationality-specific clearance requirements, we universally re-
quire special clearance for applicants of any nationality who are the subject of the
most serious CLASS lookouts. We similarly require special clearance for applicants
whose planned travel to the United States raises concerns about unauthorized ac-
cess to sensitive technologies, even if there is no lookout entry for the individual.
Consular officers are also asked to submit for a security advisory opinion any other
cases that they feel raise security concerns, regardless of namecheck results.

THE CONSULAR CONSOLIDATED DATABASE

Our data-sharing efforts are not, however, limited to the namecheck system. We
are now delivering more information to our visa officers via a globalized database
of visa records. Beginning in 1996, thanks to the help of Congress with retained
MRV fees, Consular Affairs undertook major modernization of our systems. By
March 2001, all visa data collected abroad was being replicated to the Consular
Consolidated Database. In May 2001, we made the Consular Consolidated Database
available to all our visa officers abroad. The photo and details of visa issuance, once
only available locally to the post taking action, are now available in real-time to all
visa offices worldwide. Visas can be checked at any point in the issuance process
against all issued and refused visas worldwide, and consular management in Wash-
ington now has access to up-to-the-minute information about visa and passport
issuance around the world.

DATA-SHARING WITH THE INS AND OTHER FEDERAL INSPECTION SERVICES

We are working to widen the flow of information to relevant Federal Inspection
Services. We are mindful of the challenges that INS faces in inspecting millions of
foreign visitors at ports of entry. We have a number of initiatives underway to share
additional information with INS in order to improve border security. As I mentioned
earlier, the Consolidated Consular Database allows us to make visa information, in-
cluding digital non-immigrant visa photographs, immediately available both in
Washington and at all consular sections worldwide. We want INS to be able to make
good use of this data, in particular photos of each individual who has been issued
a visa.

Since the mid-1990’s, State and INS have had a cooperative program which has
resulted in State forwarding to INS, for use at ports of entry, electronic data on 55%
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of all immigrant visa recipients. The two agencies have cooperated in exchanging
information at all stages of the immigrant visa process, from approving petitions to
issuing legal permanent residence cards. We are about to make certain software
changes that should allow complete sharing of immigrant visa information with INS
within the next year.

The Department is prepared to share all of its replicated non-immigrant visa files
with INS as soon as the Service is ready to receive it. Towards that end, in July
2001, we deployed a pilot program to share limited non-immigrant visa data with
INS inspectors at Newark and with the INS forensic document lab. The program
was expanded to Miami in September, and INS plans to make the data available
to all ports of entry over the next several months. We look forward to the time when
we can share all of our replicated files with all INS ports of entry, as they will give
INS inspectors near real-time access to data that will allow them to better detect
fraud and facilitate legitimate travelers. In the meantime, INS inspectors have ac-
cess to our electronic visa data via telephone contact with the Visa Office.

LOOKING AHEAD: IMPROVING AND EXTENDING OUR SYSTEMS

The Bureau of Consular Affairs has staff specifically dedicated to technical devel-
opment to ensure we maintain state-of-the-art tools for adjudicating visas. The Con-
sular Lookout and Support System is modern and extendible. Our namecheck sys-
tem remains robust because we continue to upgrade it. We are committed and are
actively working to expand datasharing with INS, other federal inspection services
and law enforcement agencies.

A. GAINING ACCESS TO FBI NCIC III DATA

We need access to FBI criminal record data (NCIC III) on aliens to assist consular
officers in their adjudication of visa applications and have been seeking authority
for such access for many years. We already screen our immigrant applicants using
FBI information and want to do the same for non-immigrant applicants. We envi-
sion a system of index records on aliens (excluding all U.S. citizens and legal perma-
nent residents) that is added directly to the CLASS lookout system and that will
signal there may be derogatory FBI information on an applicant. I am grateful to
Members of Congress that this legislation, which would also ensure INS access to
such information, is included in the counter-terrorism measures now moving
through Congress. Mr. Chairman, I also want to thank you, Senator Brownback,
and others for introducing S. 1452, which would provide NCIC III access to us and
INS.

B. SHORT-TERM IMPROVEMENTS TO VISA SYSTEMS

This winter we will introduce improved field backup namecheck systems. By sum-
mer 2002 we plan to deploy a “real time update” feature for these systems that will
give every visa processing post a local back-up that closely approaches the abilities
of the mainframe CLASS system.

Before the end of this year, we will modify our existing database of lost and stolen
blank foreign passports to accommodate entries by Foreign Service posts of indi-
vidual, foreign passports that are reported as lost or stolen. Lost and stolen passport
data will continue to be shared with federal inspection agencies through IBIS.

Specific enhancements aimed at giving visa officers more detailed lookout infor-
mation have been in the works over the past year. By spring 2002, we will deploy
features in our nonimmigrant visa system that will increase the scope of data asso-
ciated with our lookout entries. Using scanning, we will begin augmenting the look-
outs with global, electronic access to refusal files (and photos) now kept at indi-
vidual Foreign Service posts.

C. FACIAL RECOGNITION

As I have said, Mr. Chairman, every visa application contains a photograph,
which means we already capture a biometric indicator for every applicant. Accord-
ingly, we have been investigating the use of emerging facial recognition technology
in the consular business process.

Evaluations comparing non-immigrant visa photos at posts in India and Nigeria
proved promising in identifying impostors presenting fraudulent applications. In
late August, we launched a pilot at the Kentucky Consular Center for Diversity
Visas aimed at detecting invalid applications from persons working around our pro-
cedures. We will soon test the capability of facial recognition software to compare
a sample database of photographs of suspected terrorists to those of visa applicants.
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We seek to expand the pool of photographs available for this use through efforts
with other USG agencies.

D. DOCUMENT SECURITY

We soon will complete field-testing a new, more secure non-immigrant visa. Lab-
oratory tests have shown that it is much more tamper-resistant than the current
version. We will also complete design of a machine-readable, secure immigrant visa
that will, in conjunction with the data-share program, virtually eliminate photo-sub-
stitution. We will provide our consulates with special secure ink with which to can-
gel Yisas, so that efforts to “wash” or “recycle” genuine visas will be much more dif-
icult.

We are planning to develop within the Bureau of Consular Affairs an independent
capacity to detect and counter fraudulent or counterfeit U.S. and foreign visas and
passports by creating a new office built around a forensic document laboratory. This
office also would coordinate all Bureau efforts to assess biometrics technologies.

E. HUMAN RESOURCES

Using MRV fees, the Department currently funds the salaries and benefits of
2,130 full-time positions. MRV funds will also be required to increase consular staff-
ing worldwide, to address growing demands in the visa adjudication process. We are
committed to an effective training program for consular employees, including an in-
tensive one-week training course for consular field officers on namecheck systems
and linguistic concepts.

MACHINE-READABLE VISA FEES PROVIDE THE MEANS FOR IMPROVEMENTS

Mr. Chairman, all of these initiatives—past, present and future—have been made
possible because of a very wise decision by Congress a few years ago to permit us
to retain machine-readable visa (MRV) fees. Since 1994, we have spent every penny
of these fees sensibly and judiciously. As I mentioned, the Bureau of Consular Af-
fairs relies upon MRV fees to finance the salary and basic benefits of virtually all
American employees who provide worldwide consular services as well as to make
improvements to our systems. Permanent and uncapped MRV fees are essential to
continuing our efforts to enhance the nation’s Border Security Program. With this
funding authority, we can ensure we have sufficient personnel to cover staffing and
training gaps and to help meet peak season workloads. We can also adjust staffing
to compensate for additional anticipated steps in the visa adjudication process and
other changes to increase security.

This funding allowed us to modernize our consular systems, and some of our fu-
ture proceeds will go into further system upgrades, such as the scanning of our re-
fusal files to augment lookout information. Other major expenditures looming in-
clude establishing additional back-up capabilities for the sophisticated automated
systems that support both CLASS and the Consolidated Consular Database.

The level of resources available to federal border agencies greatly affects our
progress, particularly in interagency sharing of visa information. We must continue
to work closely with other agencies on data-sharing to ensure full access to informa-
tion for consular officers. We are anxious to provide visa data to federal inspection
services and would like to see more rapid progress. Modernization of other agencies’
systems—including more modern protocols in data exchange and more secure, flexi-
ble connectivity—is key to significant progress. We actively participate in the Border
Agency Partnership (formerly IBIS), which aims to tackle these problems.

CLOSING

Mr. Chairman, we live in a free and open society. These characteristics, so pre-
cious to all Americans, make our country a magnet to those who seek greater polit-
ical, economic and social opportunities, as well as a target for those who hate us
and seek to do us harm. We must continue improving the security of our borders
while keeping our hearts and our economy open to new people, ideas and markets.
CA has been and will continue to be a full partner in the battle against terrorism.
Although the freedom and openness we value so much make totally foolproof sys-
tems virtually impossible, I am confident that our current system is state-of-the-art
and functions as it was designed. I am also confident that we are on the right track
with our efforts to find new technologies and institute data-sharing arrangements
with other agencies.

I close, Mr. Chairman, with the point I made at the outset of these remarks—
the effectiveness and success of our systems rely not only on the quantity, but also
on the quality and timeliness of the information that goes into it.
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Thank you, Mr. Chairman, and members of the Committee, for permitting me to
share my thoughts with you today. I would now be pleased to answer any questions
you have for me.

Chairman KENNEDY. Very good, very helpful.
Ambassador?

STATEMENT OF LINO GUTIERREZ, ACTING ASSISTANT SEC-
RETARY OF STATE FOR WESTERN HEMISPHERE AFFAIRS,
DEPARTMENT OF STATE, WASHINGTON, D.C.

Mr. GUTIERREZ. Thank you, Mr. Chairman.

Mr. Chairman and members of the Committee, thank you for the
opportunity to appear before you to discuss the areas of cooperation
between the United States and the countries of the Western Hemi-
sphere, in particular Canada and Mexico, in strengthening and se-
curing our mutual borders.

The Western Hemisphere, perhaps more than any region in the
world, has benefited from the free flow of trade, people, and ideas,
and the U.S. has been a natural focus of that flow. What the U.S.
Government has discovered in the past month, however, is that
this flow, in addition to creating a natural commonality of interest,
has also created a need to work closely together to better secure
our mutual borders against terrorists and other criminals. We
agree that strengthening the security of our borders has become an
indislp;ensable part of the Nation’s efforts to prevent future terrorist
attacks.

Most importantly, our shared border with Canada to the North
and Mexico to the South represents our greatest challenge: how to
effectively guard against terrorism. Both Mexico and Canada are
working closely with the United States to address these challenges.
Our cooperation with Mexico on border security has been a priority
for many years. Even before the September 11th attacks, our ef-
forts at working together on border security this year had intensi-
fied following the President’s February trip to Mexico to meet with
President Fox. Border security and safety are one of the pillars of
the High Level Working Group on Migration, and both Secretary
Powell and Attorney General Ashcroft have been closely engaged in
the issue with their Mexican counterparts since April. Their efforts
products renewed vigor in bilateral cooperation at identifying and
dismantling alien smuggling rings in Mexico, increased intelligence
sharing at the border between the U.S. and Mexican law enforce-
ment agencies, and by means of the border liaison mechanism, re-
sulted in improved cooperation through increased personal contact
by officials on both sides of the border. The Fox administration has
shown consistently a willingness to work with us in ways not imag-
ined as possible just a couple of years ago. The Government of
Mexico responded immediately to the September 11th terrorist at-
tacks with concrete actions to tighten border security and to co-
operate with U.S. law enforcement officials.

I have submitted a written statement to the Committee for the
record which includes examples of Mexican cooperation. Right now
I'll mention a couple of examples.

The Government of Mexico offered full cooperation with FAA au-
thorities to survey all international airports in Mexico. The Mexi-
can Government instituted special visa screening procedures for
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nationals of over 50 countries. No visa can be issued without ad-
vance approval from officials in Mexico City.

The cooperation from Mexican agencies has been active and out-
standing. Every law enforcement, military, and intelligence entity
has worked tirelessly with us. There have been dozens of leads ini-
tiated by Mexican authorities. An embassy agency head described
the level of cooperation as “extraordinary.”

We had been working with Mexican authorities prior to Sep-
tember 11th to encourage them to review and tighten their policies
in the transit of third-country nationals through Mexico. The Mexi-
cans have made progress in certain areas, particularly on their
southern border, with stemming the flow of immigrants transiting
Mexico to the U.S. While the overwhelming majority of those who
attempt to enter the U.S. do so for economic reasons, we have in-
sisted that Mexico do more in this area to ensure that potential
malafide migrants do not take advantage of alien smuggling net-
works to the U.S.

Since September 11th, Canada has become a key partner in the
war on terrorism. On the day of the attacks, Canada allowed some
245 international flights headed for the United States to land at its
airports. The upwards of 27,000 passengers, including many Amer-
ican citizens, were cared for by the Canadian officials and the Ca-
nadian people for several days. Currently, significant Canadian
military assets, including a four-ship task force, are being folded
into our military response. Canada has been a staunch and forth-
coming ally.

Again, my written statement lists a number of examples of Cana-
dian cooperation. I will mention a few.

On October 15th, the Canadian Government introduced in par-
liament sweeping anti-terrorism legislation which gives police more
authority to crack down on terrorists and cut off fundraising for
suspected terrorist groups.

On October 12th, the Canadian Government announced a $55
million (Canadian dollars) boos in the budget of the Royal Cana-
dian Mounted Police to create new border and national security
teams, update forensic technology and databases, and increase pro-
tection of key sites.

Another $49 million package was announced in Ottawa last week
that will provide for 100 additional immigration officers at border
points, increased efforts to deport illegal entrants, and new fraud-
resistant identity cards for legal immigrants.

Our cooperation with Canada on shared border security is exten-
sive and in-depth. There are six bilateral fora currently, including
Border Vision, the Shared Border Accord, the Canada-U.S. Part-
nership, the Cross—Border Crime Forum, the Bilateral Consultative
Group on Counter—Terrorism. All these will be meeting in the near
future to discuss additional steps.

We interact daily with Canadian ministries, parliament, the
media, and the Canadian people. We have redoubled our efforts
since September 11th, and those efforts are paying dividends.

The countries of the Western Hemisphere have demonstrated
that they are important allies in the effort to condemn and combat
terrorism. Many countries of the hemisphere—most importantly
Canada and Mexico, who share our physical borders—are working
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cooperatively with the U.S. to examine policies and develop efforts
to strengthen border security. More needs to be done throughout
the hemisphere to adopt modern investigative techniques, improve
airport security, encourage a sharing of information, cooperate in
law enforcement and financial investigation efforts, and monitor
and suppress money laundering and alien smuggling, which are
criminal activities that also provide resources for the terrorists. We
are urging all countries of the hemisphere to sign and ratify the
12 international conventions that address terrorist threats and to
implement fully the terms of the UN Security Council Resolution
1373 with respect to blocking terrorists’ access to fund. We are a
party to ten of these conventions and have signed two: the 1998
Convention for the Suppression of Terrorist Bombings, and the
1999 Convention on the Suppression of Financing of Terrorism
Crimes. We are pleased that the Senate Foreign Relations Com-
mittee is receiving testimony on these two remaining convention on
Thursday, and we urge the Senate to review and ratify them expe-
ditiously.

Our hemispheric commitment to confront terrorism will be dem-
onstrated by the concrete measures we take as sovereign govern-
ments and as a community of governments to arm ourselves
against this worldwide threat. We will continue to call on our hemi-
spheric neighbors to join us in our counterterrorism efforts and in
sending a unified message that these criminal activities are not
welcome in our neighborhood.

Thank you.

[The prepared statement of Mr. Gutierrez follows:]

STATEMENT OF LINO GUTIERREZ, ACTING ASSISTANT SECRETARY, BUREAU OF
WESTERN HEMISPHERE AFFAIRS

Mr. Chairman and Members of the Committee:

Thank you for the opportunity to appear before you today to discuss the areas of
cooperation between the United States and the countries of the Western Hemi-
sphere—in particular Canada and Mexico—in strengthening and securing mutual
borders.

In the aftermath of the September 11 terrorist attacks, the countries of the Amer-
icas have responded strongly and positively against international terrorism and in
solidarity with the United States, and have supported our efforts to construct an
international counterterrorism coalition. A tragic testimony of the degree to which
our fates are linked is the list of thirty of the Hemisphere’s thirty-four nations
which lost citizens in the September 11 events—among those nations directly af-
fected, El Salvador counts 121 dead and missing, the Dominican Republic 42, Can-
ada 24, and Mexico 18.

The Western Hemisphere, perhaps more than any region in the world, has bene-
fited from the free flow of trade, people and ideas, and the U.S. has been a natural
focus of that flow. What the USG has discovered in the past month however, is that
this flow—in addition to creating a natural commonality of interest—has also cre-
ated a need to work closely together to better secure our mutual borders against
terrorists and other criminals. We agree that strengthening the security of our bor-
ders has become an indispensable part of the nation’s efforts to prevent future ter-
rorist attacks.

Expressions of solidarity and sympathy are being matched by concrete actions by
the nations of the hemisphere. Hemispheric governments are beefing up security
measures, sharing intelligence, and looking at ways to improve border security. For
example, on October 12, the Caribbean (CARICOM) heads of state issued an anti-
terrorism declaration pledging to put in place the “necessary measures to comply
with new international safety regulations on planes, at airports arid sea ports.” Ad-
ditionally, the OAS Inter-American Committee Against Terrorism (CICTE), which
met in a special session on Monday, October 15, is coordinating OAS member states’
efforts to reduce the ability of terrorist groups to operate in the hemisphere, includ-
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ing enhancing border cooperation and travel document security measures. As part
of this cooperation, CICTE member states have been briefed by top U.S. and Cana-
dian government experts in the areas of counterterrorism, terrorist financing, and
border controls.

Most importantly, our shared border with Canada to the north and Mexico to the
south, which covers a distance of over 6,000 miles, facilitates—under normal condi-
tions—the legal crossing of approximately 1.6 million people and almost 2 billion
U.S. dollars per day in trade with Canada and Mexico. Although this impressive
level of activity demonstrates the positive effects of trade and globalization, it also
represents our greatest challenge: how to effectively guard against terrorism. Both
Mexico and Canada are working closely with the U.S. to address these challenges.

MEXICO

Our cooperation with Mexico on border security has been a priority issue for many
years. Even before the September 11 attacks, our efforts at working together on bor-
der security this year had intensified following the President’s February trip to Mex-
ico to meet with President Fox. Border security and safety are one of the pillars of
the High Level Working Group on Migration, and both Secretary Powell and Attor-
ney General Ashcroft have been closely engaged in the issue with their Mexican
counterparts since April. Their efforts produced renewed vigor in bilateral coopera-
tion at i1dentifying and dismantling alien smuggling rings in Mexico, increased intel-
ligence sharing at the border between U.S. and Mexican law enforcement agencies,
and, by means of the Border Liaison Mechanisms, resulted in improved cooperation
through increased personal contact by officials on both sides of the border. The Fox
administration has shown consistently a willingness to work with us in ways not
imagined as possible just a couple of years ago. The government of Mexico re-
sponded immediately to the September 11 terrorist attacks with concrete actions to
tighten border security and to cooperate with U.S. law enforcement officials.

Some examples:

¢ Mexican authorities stopped two U.S. residents on September 12 entering
at Mexicali with suspicious documents.

¢ Mexican immigration picked up 30 individuals in Tijuana and sent them
to Mexico City for questioning.

¢ An additional four people were picked up September 17 in Durango for
questioning.

¢ Mexican authorities worked closely with their U.S. government counter-
parts inside Mexico to investigate evidentiary leads such as an ice pick on
a plane from the U.S., a suspicious piece of luggage with Arabic tapes and
documents, and reports of suspicious crop dusters near the U.S. border.

¢ The government of Mexico offered full cooperation with FAA authorities
to survey all international airports in Mexico.

¢ The Mexican government instituted special visa issuance screening proce-
dures for nationals of over 50 countries. No visas can be issued without ad-
vance approval from officials in Mexico City.

The cooperation from Mexican agencies has been active and outstanding. Every
law enforcement, military and intelligence entity has worked tirelessly with us.
There have been dozens of leads initiated by Mexican authorities. An Embassy
agency head described the level of cooperation as “extraordinary.”

We had been working with Mexican authorities prior to September 11 to encour-
age them to review and tighten their policies on the transit of “third country” na-
tionals through Mexico. The Mexicans have made progress in certain areas, particu-
larly on their southern border, with stemming the flow of immigrants transiting
Mexico to the U.S. While the overwhelming majority of those who attempt to enter
the U.S. do so for economic reasons, we have insisted that Mexico do more in this
area to ensure that potential malafide migrants do not take advantage of alien
smuggling networks to enter the U.S.

As part of this effort, the Government of Mexico has been proactive in identifying
and disrupting rings of alien smugglers on the U.S. border and throughout Mexico.

CANADA

Since September 11, Canada has become a key partner in the war on terrorism.
On the day of the attacks, Canada allowed some 245 international flights, headed
for the United States, to land at its airports. The upwards of 27,000 thousand pas-
sengers, including many American citizens, were cared for by the Canadian govern-
ment and the Canadian people for several days. On the Friday following the attack,
some 100,000 Canadians attended an official memorial ceremony on Ottawa’s Par-
liament Hill to pay tribute to the victims. Currently, significant Canadian military
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assets, including a four-ship task force, are being folded into our military response.
Canada has been a staunch and forthcoming ally.
Other examples of Canadian cooperation include:

¢ Working hand in hand with us on investigating literally thousands of
leads in the wake of the September 11 terrorism attacks.

¢ On September 12, Canadian border guards arrested a man carrying sev-
eral bogus pilot licenses as he tried to enter Canada from the U.S. Cana-
dian officials immediately handed him over to U.S. authorities.

¢ Canadian authorities detained and turned over to us a passenger on a
flight diverted from the U.S. to Canada on September 11 after he was found
to be in the possession of several airline uniforms.

¢ Canadian officials are also working closely with their U.S. counterparts
to investigate the discovery of box-cutter knives found aboard an Air Can-
ada flight scheduled to fly from Toronto to New York, but grounded at the
last minute on September 11.

¢ In-depth security interviews were imposed for refugee claimants in the
weeks after September 11.

¢ On October 12, the Canadian Government announced a S55 million (Ca-
nadian dollars) boost in the budget of the Royal Canadian :Mounted Police
to create new border and national security teams, update forensic tech-
nology and databases, and increase protection of key sites.

* Another $49 million package announced in Ottawa last week will provide
for 100 additional immigration officers at border points, increased efforts to
deport illegal entrants, and new fraud-resistant identity cards for legal im-
migrants.

¢ Canada has announced airport improvements worth USDS60 million for
more bomb detectors, staff, and modernized computer systems.

¢ The Canadian Government has also introduced in Parliament new anti-
terrorism legislation giving police more authority to crack down on terror-
ists and cut off fundraising for suspected terrorist groups.

Our cooperation with Canada on shared border security is extensive and in-depth.
Coordination is based in six bilateral fora—Border Vision. whose overall goal is a
bilateral, strategic approach to migration which will strengthen the integrity of the
border through information and intelligence sharing, policy coordination, joint over-
seas operations and border cooperation; the Shared Border Accord, whose goal is to
develop new and innovative programs that will facilitate bilateral trade and the
movement of people; the Canada-U.S. Partnership, announced by the two countries’
heads of government in 1999 to look at cross-border issues and provide a framework
for non-federal stakeholders to air their views; the Cross-Border Crime Forum to ad-
dress crime issues; the Bilateral Consultative Group on Counter-Terrorism to bring
both countries’ top counter-terrorism experts together annually; and the Integrated
Border Enforcement Team, a bilateral, multi-agency law enforcement group of po-
lice, customs and immigration officials.

In all of these areas, the Bureau of Western Hemisphere Affairs’ most appropriate
role is advocating and coordinating policy with the highest levels of Canadian polit-
ical and policy decision-making. We advocate forcefully for U.S. government policies
through our Embassy in Ottawa and our seven consulates across Canada. We inter-
act daily with Canadian ministries, Parliament, the media, and the Canadian peo-
ple. We have redoubled our efforts since September 11. And those efforts are paying
dividends. Our Canadian friends have recognized that there are some weaknesses
in their immigration law and have introduced legislation to, among other provisions,
make refugee/asylum claimants excludable even if they are merely suspected of ter-
rorist ties, and given Canadian law enforcement increased access to advance pas-
senger information on incoming flights. And, on October 15, the Canadian govern-
ment introduced in Parliament sweeping anti-terrorist legislation, which includes
giving police authority to tap phones and electronic mail, and makes it a crime to
harbor a terrorist. It also takes the step of making it a crime to raise funds or par-
ticipate in activities of terrorist groups.

The ability of the Canadian government to secure its homeland will only help us
in securing our homeland. A higher level of confidence about who Canada is admit-
ting at its ports of entry would assist us greatly in allowing us to focus our northern
border resources where and how they will do the most good. Canada feels the same
way about us. Even greater information and intelligence sharing, and the develop-
ment and sharing of new technologies, will allow both countries to focus more on
the commonality of our immigration efforts. With 1.2 billion dollars in trade crossing
our mutual border daily and 200 million people annually, the goal should be to fos-
ter this invaluable flow of people and goods while also increasing safeguards against
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threats. We are confident that our Canadian partners share this goal, and stand
ready to work with us to make it happen.

CONCLUSION

The countries of the Western Hemisphere have demonstrated that they are impor-
tant allies in the effort to condemn and combat terrorism. In addition to the numer-
ous expressions of condolence and solidarity, events in Washington (including the
invocation of the Rio Treaty by States Parties at the OAS on September 19 and the
extraordinary convocation of OAS foreign ministers on September 21) were impor-
tant measures of our support within the hemisphere.

In addition. many countries in the hemisphere—most importantly Canada and
Mexico who share our physical borders—are working cooperatively with the U.S. to
examine policies and develop efforts to strengthen border security. More needs to
be done throughout the hemisphere to adopt modern investigative techniques, im-
prove airport security, encourage countries of the region to work among themselves
to share information, cooperate in law enforcement and financial investigation ef-
forts, and monitor and suppress money laundering and alien smuggling, which are
criminal activities that also provide resources and logistic support for terrorists and
other malefactors. We are urging all the countries of the hemisphere to sign and
ratify the 12 international conventions that address terrorist threats and to imple-
ment fully the terms of UNSC Resolution 1373 with respect to blocking terrorists’
access to funds. We are a party to ten of these conventions and have signed two:
the 1998 Convention for the Suppression of Terrorist Bombings and the 1999 Con-
vention on the Suppression of Financing of Terrorism Crimes. We are pleased that
the Senate Foreign Relations Committee is receiving testimony on these two re-
maining Conventions on Thursday and we urge the Senate to review and ratify
them expeditiously.

Our hemispheric commitment to confront terrorism will be demonstrated by the
concrete measures we take as sovereign governments and as a community of govern-
ments to arm ourselves against this worldwide threat. We will continue to call on
our hemispheric neighbors to join us in our counterterrorism efforts and in sending
ﬁ ugiﬁed message that these criminal activities are not welcome in our neighbor-

ood.

Chairman KENNEDY. Thank you.
Mr. Ziglar?

STATEMENT OF JAMES W. ZIGLAR, COMMISSIONER, IMMIGRA-
TION AND NATURALIZATION SERVICE, DEPARTMENT OF
JUSTICE, WASHINGTON, D.C.

Mr. Z1GLAR. Mr. Chairman and members of the Committee, I ap-
preciate the opportunity to appear today to talk about border con-
trol issues in the context of the anti-terrorist effort. Needless to
say, Mr. Chairman, I am very pleased to be before this Committee.
As you know, historically I have a great affection for this Com-
mittee, as you well know, going back to the 1960s when I worked
up here in this Committee, and I am obviously, for other reasons,
very interested in your work in my new role.

Chairman KENNEDY. It goes back to the 1965 Act of the elimi-
nation of the national origin quota system, the Asian Pacific tri-
angle.

Mr. ZIGLAR. That is right.

Chairman KENNEDY. I remember. A very important piece of im-
migration legislation eliminating discrimination.

Mr. Z1GLAR. Exactly.

Chairman KENNEDY. We know that you have been interested in
these issues for a long time.

Mr. Z1GLAR. Obviously, Mr. Chairman, I also was very pleased to
be the Sergeant at Arms and am forever grateful for that oppor-
tunity.
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I had a couple of questions this morning from the press that
prompt me to say something that is not in my notes, but I think
it is important to remember, particularly in the context of this
Committee, this Subcommittee, and that is that the issue that we
are facing in the country here is not an issue about immigration.
It is an issue about evil. Immigrants are not terrorists. Immigrants
are people who want to come to this country to share in this coun-
try and to contribute.

The people that we are talking about, the hijackers, they weren’t
immigrants. They were non-immigrants. They were people who
were coming trying to visit our country to do damage. There are
millions and millions and millions of people who want to come to
this country not as immigrants but as visitors. And we have to con-
trol our borders to make sure that those kinds of people, obviously
an immigrant, somebody who wants to emigrate to do harm, we ob-
viously need to know who they are, too. But we need to keep this
in the context that immigration is not a bad thing, that immigrants
are not terrorists. There may be some among their groups, but we
don’t need to lump all immigrants into this, and I think that is an
attitude that I see developing, at least among the press, based on
the questions I am hearing. And I just think we need to keep that
in context.

When 1 started this job 2 months ago, I was looking for a big
challenge, but I had no idea that I was going to get the challenge
that I face, the turn that has come. When the President gave me
a goal or gave me some goals for this agency—and I think I talked
to each one of you about taking this job—there were three things
that really needed to be done: one was to restructure the organiza-
tion in a way that it could fulfill its enforcement and service mis-
sions more appropriately and more efficiently; secondly was to mod-
ernize the management processes and structures so that it could
carry out those missions; and thirdly was to modernize and syn-
chronize the technology infrastructure of the INS so that it also
could do a better job at carrying out its missions.

Well, I have to tell you, from my point of view the mission that
was set before me before September 11th is exactly the same mis-
sion today, and that is, the only way we are going to help protect
the American people from the kind of evil that we saw on Sep-
tember the 11th is to have a more efficient and effective govern-
ment and to have a more efficient and efficiency Immigration and
Naturalization Service.

I think it is worth noting that the INS bears a very heavy bur-
den that most Americans don’t realize. We share a responsibility
at the ports of entry with the Custom Service and vetting people
and things that come across those borders. But between those ports
of entry, the 6,000 miles of border that we have, land border that
we have in this country, the INS has sole responsibility for patrol-
ling that.

People don’t realize that we have more than 500 million—I think
it was 530 million people cross our borders every year. That is a
staggering number. And, frankly, about 350 million of them are
non-U.S. citizens, so there are another 175 million U.S. citizens
that cross. But 350 million non-U.S. citizens cross our borders
every year. And most of the people come over here through visa
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waiver programs or other exemptions. So they never have shown
up at one of Mary Ryan’s places to get a visa. They come under
other programs.

Most Americans don’t realize that we have got less than 5,000
inspectors throughout the entire world in the INS to process these
hundreds of millions of people who want to come to this country.
Most people don’t realize that we have about 2,000 intelligence offi-
cers and investigators who are charged with the responsibility
around the world of dealing with undocumented aliens, overstays,
smuggling, human smuggling rings, and criminal aliens that are
among us. That is 2,000 for a huge number of people.

As I noted, this is a very heavy burden to bear.

Without a doubt, the tragic events of September 11th have fo-
cused the Nation and the Congress on the management of our bor-
ders. I have got to tell you, Mr. Chairman, that the INS is a will-
ing, enthusiastic, and cooperative partner in this fight against ter-
rorism. I believe that we have the will, we have got the determina-
tion, and with your help we will have the human and other re-
sources necessary to meet that challenge. But we are moving
ahead. We are not waiting for people to tell us what to do.

For one thing, let me tell you that, first, we are going to present
to you probably next week a reorganization plan at the INS. I am
moving forward with those goals, notwithstanding what occurred
on September 11th, and we are going to present to you a reorga-
nization plan that has now been approved by the Attorney General
personally. It is in the process of being approved at OMB, and it
is substantial and it is significant in terms of the way we will do
our business at the INS.

In the technology area, we are moving very rapidly to engage
force multipliers so that we can do our job better. We are devel-
oping an enterprise architecture plan that is based upon a study
and a design that we worked out with GAO. I might add that the
GAO used us as a guinea pig to design and approach the enterprise
architecture throughout the Government. We are the original orga-
nization that will be using this structure to design the enterprise
architecture.

But we are not waiting for that plan to be in place in terms of
developing our technology. We are presently going forward using
an investment review board process, an interim technology enter-
prise architecture structure to start building our technology that
will fit on this platform, that will be hopefully interrelated with all
the other Government agencies.

Mr. Chairman, with your support—and you talked about the
SEVIS system, and I know that is important to everyone on this
panel. The SEVIS system is the student tracking system which I
think was also known as CIPRIS at one point. It has been the
product of a lot of controversy up until recently. There was a lot
of opposition to it from the academic establishment. There was op-
position in Congress because of the fees and that sort of thing.
That is a system that, with your help, with some appropriations,
we can get started moving that system forward, and we can beat
the deadline or meet the deadline, certainly, that the Congress set
originally of 2003.
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Mr. Chairman, you mentioned in your opening remarks the num-
ber of institutions that are involved in that system or that can
issue I-20s for students. That is a huge issue. There are almost
74,000 institutions in this country that can issue I-20s, and we
have never really screened them out or done anything like to see
who is it that is actually issuing I-20s and bringing students in.

I can tell you, last week I started the information-gathering proc-
ess that we can start screening and qualifying these people. I think
that is a huge issue, and it is something that we are very focused
on.
Mr. Chairman, we are integrating our various enforcement data-
bases into something called the ENFORCE system. One of the criti-
cisms, and a legitimate criticism, of the INS and other institutions
in our Government is that we have databases all over the place,
but nobody knows what data the other people have, a bunch of
stovepipes. That is true in the INS. There is no question about it.

We are in the process of developing an overall database, if you
will, called ENFORCE where all of this information we have lodged
in all these different places will go into that ENFORCE system.

We already have integrated that with our IDENT system, which
is a biometric identification system. People get IDENT and other
things confused. They think IDENT is a database. It is not. It is
an identification system that tells us who this person is that we
have in front of us; then what you need to know once you figure
out who the person is, what do you know about that person. And
that is what we have done. We have integrated those, and we are
trying to integrate all of our database systems, and we are making
a lot of progress at doing that.

The so-called IAFIS system, which is the FBI system, which is
a ten-print I.D. system, is also being integrated with the IDENT
system pursuant to the instructions of the Congress. We are mak-
ing some pretty good progress on that. We are going to be rolling
out our first transitional work station on the IDENT/IAFIS system.
We will be doing that very shortly, and that will take us ultimately
to an integration of those two systems.

The entry/exit system that you mentioned that I have been very
interested in, again, we are on track to have that system up and
running by the congressionally mandated 2003, and we are going
to use the IBIS system, which Mary Ryan referred to, as our plat-
form for the entry/exit system. That will be a very good tool for us
in terms of tracking people who are in overstay status.

As I have mentioned a number of times, the idea that people that
overstay, that we can somehow track them, given the number of
people that come into this country, is pretty hard to do unless we
want to put somebody on everybody who is in the country or if we
want to plant a chip in their or something like that. That is not
possible. But we do need better information about who these people
are and the fact that they have overstayed, and that is what the
entry/exit system will do.

With your help, we can complete the border crossing card system,
and with your help, we can expand the IDENT system which has
been stalled since the year 2000 because of some moratorium and
some other things that have been imposed upon us.
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Mary Ryan mentioned, Mr. Chairman, that we came to an agree-
ment last week to deploy the Consolidated Consular Database to
all of our ports of entry out of the State Department system. This
is a good example of working together. That system, which is a fa-
cial recognition system or a digital photographic system, is going
to be deployed, and it is going to be deployed within the next 3
months to all of our ports of entry. It will substantially enhance
our ability to detect fraud and to figure out if the people we have
in front of us are really the people who they say they are.

Mr. Chairman, just a couple of other things. I know my time has
long since run out. We need to do some other things, and I have
included a bunch of them in my testimony. But some of them are
to substantially increase the number of our Border Patrol agents,
our intelligence officers, and our investigators and our inspectors.
We have got to have more of those people if we are going to do our
job.

We need to require air carriers—and you mentioned this—to pro-
vide us with advance passenger information so that even before
somebody boards, we know who is getting on that plane, or at least
from the name point of view we know who is getting on that plane;
and then after the plane takes off, to confirm who is on that plane
so that by the time they get to a port of entry, we have some infor-
mation that we can gather on those folks.

Finally—and this is extremely important, and Senator Cantwell
mentioned this, and I can’t emphasize it enough because I know
Mary Ryan and I feel very strongly about this, and that is, coopera-
tion among Government agencies, intelligence agencies, informa-
tion-gathering agencies, and those kinds of agencies. The sharing
of data and making that data available to all people interested in
this process is absolutely critical for us to have a good line of de-
fense against people who are coming into this country who want to
do harm to our country.

Mr. Chairman, we have got to increase security. There is no
question about that. But in doing that, we must not forget those
things that made our country truly great. It is our openness to new
ideas and to new people, a commitment to individual civil liberties,
shared values, innovation, and the free market. If in response to
the events of September 11th we sacrifice those things in search of
security, the terrorists will have won. And in the end, we will be
left with neither security nor freedom.

Thank you, Mr. Chairman. I appreciate it.

[The prepared statement of Mr. Ziglar follows:]

STATEMENT OF JAMES W. ZIGLAR, COMMISSIONER, IMMIGRATION AND
NATURALIZATION SERVICE

Chairman and Members of the Committee, I want to thank you for the oppor-
tunity to testify on the topic of “Effective Immigration Controls to Deter Terrorism.”
I am always pleased to return to the Senate. I shall always be grateful for the op-
portunity I had to serve as the Senate Sergeant at Arms from November 1998 to
August 2001.

Although I have served as Commissioner for only two months, I have not viewed
that as a liability in responding to the tragic events of September 11, primarily be-
cause of the highly professional career public servants who have provided me with
mature advice and assistance. These tragic events, however, have provided an op-
portunity for me to examine, with a fresh eye, the management, personnel, tech-
nology, and policy capabilities of the INS.
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STEPS TO IMPROVE SECURITY

Even before September 11, we were examining how we can improve the INS, at
all levels, and especially in the area of technology. We recognize that technology is
a huge “force multiplier” that we must employ effectively at the INS if we are to
accomplish our mission.

Pursuant to the mandates of the Clinger-Cohen legislation, in response to the rec-
ommendations of the General Accounting Office (GAO), and because it makes good
business sense, the INS is currently in the process of developing its Enterprise Ar-
chitecture. This project represents our long-term, strategically-oriented approach to
accomplishing the information driven aspects of the INS mission. We began the
planning for this project in October 2000 and I expect the final delivery of this
project, the transition plan to our target architecture, to be ready at the beginning
of the 3rd quarter of FY 2002. In addition, as part of our overall restructuring ini-
tiative, I encouraged our employees at all levels to think “outside the box” as to how
we can better accomplish our mission. They responded with a number of creative
ideas, some of which we are still evaluating. However, within the context of what
is already known to be “doable” and effective, we are considering a series of meas-
ures that would strengthen our enforcement capabilities. We are working within the
Administration to determine how to implement these measures. Some of our ideas
are as follows:

BORDER PATROL

¢ As requested in the President’s budget, increase the number of Border Patrol
agents and support staff along the northern border, while not neglecting the con-
tinuing needs along the southwest border. Such increases should also include nec-
essary facilities, infrastructure and vehicles.

* Provide additional agent support equipment and technology enhancements. Un-
fortunately, neither the Senate nor the House currently is funding the President’s
request at $20 million for “force multiplying technology.”

« Expand access to biometric identification systems, such as IDENT.

INSPECTIONS

e In the Inspections area, as we proposed in our FY 2002 budget, we believe we
should increase the number of Inspectors at our Ports of Entry.

* Require inspection of all International-to-International Transit Passengers (ITI)
so that all travelers who arrive in the United States are inspected.

INFORMATTON AND TECHNOLOGY INITIATIVES

Require carriers to submit Advance Passenger Information before boarding pas-
sengers (whether the passenger is heading to the United States or attempting to de-
part the United States) to assist in preventing known or suspected terrorists, crimi-
nals, and inadmissible passengers from boarding.

Make Advance Passenger Information data widely available to law enforcement
agencies, enhancing the ability to identify potential threats prior to departure from
or arrival in the United States, as well as to prevent the departure of individuals
who may have committed crimes while in the United States.

Implement the National Crime Information Center Interstate Identification Index
(NCIC III) at all ports of entry so that aliens with criminal histories can be identi-
fied prior to or upon arrival in the United States. NCIC III should also be available
at all consular posts, INS service centers and adjudication offices to help identify
aliens who pose a potential threat.

Improve lookout system checks for the adjudications of applications at INS service
centers.

Improve INS infrastructure and integration of all data systems so that data from
all sources on aliens is accessible to inspectors, special agents, adjudicators, and
other appropriate law enforcement agencies. This initiative is ongoing.

PERSONNEL ISSUES

Waive the calendar-year overtime cap for INS employees to increase the number
of staff-hours available by increasing the overtime hours people can work. This pro-
posal is included in the Administration’s Anti-Terrorism Bill.
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OTHER INITIATIVES

Re-examine and potentially eliminate the Transit Without Visa Program (TWOV)
and Progressive Clearance to prevent inadmissible international passengers from
entering the United States.

Reassess the designation of specific countries in the Visa Waiver Program to en-
sure that proper passport policies are in place. This initiative will require the con-
currence of and joint participation by the Department of State.

Explore alternative inspection systems that allow for facilitation of low risk trav-
elers while focusing on high-risk travelers.

And review the present listing of designated ports of entry, in concert with the
U.S. Customs Service, to eliminate unnecessary ports. This will allow the INS to
deploy more inspectors to fewer locations making for a more efficient use of re-
sources.

DATABASE IMPROVEMENTS

In addition to the measures cited above, I have instructed my staff to move for-
ward expeditiously on two database improvement projects mandated by Congress.
While neither is a panacea, both would be an improvement over the status quo.
First, there has been much attention paid to student visas in recent weeks. Today,
the INS maintains limited records on foreign students and is able to access that in-
formation on demand. However, the information is on old technology platforms that
are insufficient for today’s need for rapid access. That is why we are moving forward
with the Student Exchange Visitor Information System (SEVIS), formerly known as
CIPRIS. Objections, primarily by the academic establishment, have delayed its de-
velopment and deployment. However, with the events of September 11, that objec-
tion has virtually disappeared. INS, with your help, will meet the Congress’ date
of January 2003 to start implementation of SEVIS with respect to all foreign nation-
als holding student visas. I hasten to add that there is a critical need to concur-
rently review and revise the process by which foreign students gain admission to
the United States through the I-20 certification process as we build the system.

Second, substantial attention also has been paid to entry and exit data. Currently,
the INS collects data on the entry and exit of certain visitors. The data, most of
which is provided to the INS in paper form to meet our manifest requirements, first
must be transferred by hand from paper to an electronic database. This is an ex-
tremely inefficient way of processing data which delays access to the data by weeks
and months. Knowing who has entered and who has departed our country in real
time is an important element in enforcing our laws. The Data Management Im-
provement Act, passed in 2000, requires the INS to develop a fully-automated inte-
grated entry-exit data collection system and deploy this system at airports and sea-
ports by the end of 2003, the 50 largest land ports of entry by the end of 2004, and
completing the deployment to all other ports of entry by the end of 2005. The legis-
lation also requires a private sector role to ensure that any systems developed to
collect data do not harm tourism or trade.

The INS already uses limited airline and cruise line data that is now provided
voluntarily as an integral part of the inspection process at airports and seaports.
We will work closely with Congress, other agencies, and the travel industry in the
coming months to expand our access to needed data and to enhance our use of that
data to ensure border security and more complete tracking of arrivals and depar-
tures.

There has also been a great deal of focus on the databases used to identify per-
sons who are inadmissible to the United States or who pose a threat to our country.
The INS, the Customs Service, and the Department of State’s Bureau of Consular
Affairs have worked diligently over the past decade to provide our ports of entry
and consular posts with access to data needed by our officers. The data contained
in the National Automated Immigration Lookout System (NAILS), the Treasury En-
forcement Communications System (TECS II), and the Consular Lookout and Sup-
port System (CLASS) are uniformly available to our ports of entry through a shared
database called the Interagency Border Inspection System (IBIS) that is maintained
on the U.S. Customs Service mainframe computer. Last week, I announced that INS
and the Department of State have agreed to aggressively deploy the Consolidated
Consular Database to INS ports-of-entry within the next three months. This will
provide inspectors with the capability to verify rapidly and definitively the identity
of visa-holders seeking admission to the United States. This new functionality will
be provided to inspectors at ports-of-entry through the IBIS system.

Through IBIS, the officers at our ports of entry can also access limited data from
the National Crime Information Center (NCIC). Immigration and Customs officers
have long had the capability to check NCIC wanted persons data on a limited basis.
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Only recently have immigration inspectors been authorized to routinely use NCIC
criminal history data (NCIC III) to identify criminal aliens in advance of their ar-
rival. This capacity now exists at two ports of entry. Before September 11, the INS
was working to expand the availability of this valuable data source to additional lo-
cations. Legislation is being considered to ensure this expansion is successful. I
strongly support this legislation.

Many people who cross our land borders do so with a Border Crossing Card
(BCC). The INS and State Department have been working aggressively over the
past several years to replace the old Border Crossing Cards with the new biometric
“laser visa.” Based on the statutory deadline, holders of the old BCC can no longer
enter the country. The new BCC has many security features that make it a much
more secure entry document.

Both at and between our ports of entry, the INS has used a fingerprint identifica-
tion system known as IDENT to track immigration violators. This system has pro-
vided the INS with a significant capacity to i1dentify recidivists and impostors. Con-
gress has directed the Department of Justice to integrate IDENT with access to the
FBI’'s automated fingerprint system, IAFIS, and we have been proceeding toward
that objective with the FBI and under the Department’s direction.

THE LiMITS OF TECHNOLOGY

There is no quick fix, technological or otherwise, to the problems we face. We
must work with advanced technology and do all we can to improve our systems. But
we should not mislead ourselves into thinking that technology alone can solve our
problems. Technology must be coupled with a strong intelligence and information-
gathering and distribution system if we are to leverage our resources and maximize
our capabilities. That will require the seamless cooperation among the many govern-
ment agencies involved.

It should be noted that more than five hundred million inspections are conducted
at our ports of entry every year, and hundreds of millions of people enter the United
States without visas, either because they are U.S. citizens, through visa waiver pro-
grams, or other exemptions from the normal visa process; the INS has only 4,775
Inspectors to process these hundreds of millions of visitors and approximately 2,000
investigators and intelligence agents throughout the country who are available to
deal with persons who have entered illegally, are criminal aliens, or have overstayed
their visas or otherwise have violated the terms of their status as visitors in the
United States.

If we are to meet the challenges of the future, we need to make changes at the
INS and we are in the process of making those changes. The structure of the organi-
zation and the management systems that we have in place are outdated and, in
many respects, inadequate for the challenges we face. Our information technology
systems and related processes must be improved in order to ensure timely and accu-
rate determinations with respect to those who wish to enter our country and those
who wish to apply for benefits under our immigrations laws. The management re-
structuring of the INS is on its way—a mandate the President and the Congress
have given me—and the improvement of our information technology systems is mov-
ing ahead and can be accomplished with the help and support of Congress.

Mr. Chairman, I would like to say one word about INS employees and the events
of September 11. Within hours of the attacks, the INS was working closely with the
FBI to help determine who perpetrated these crimes and to bring those people to
justice. Within 24 hours, under “Operation Safe Passage,” The INS deployed several
hundred Border Patrol agents to eight major U.S. airports to increase security, pre-
vent further terrorist incidents and restore a sense of trust to the traveling public.
At America’s ports of entry, INS inspectors continue to work tirelessly to inspect ar-
riving visitors, while ensuring the flow of legitimate commerce and tourism. Mean-
while, despite the tragedies and the disruptions, our service operations have man-
aged to complete over 35,000 naturalizations nationwide and process thousands of
other applications since September 11. America should be proud of the extraor-
dinary effort of these men and women.

LOOKING AHEAD

It has been said that after September 11 “everything has changed.” I hope that
is not true. America must remain America, a symbol of freedom and a beacon of
hope to those who seek a better life for themselves and their children. We must in-
crease our security and improve our systems but in doing so we must not forget
what has made this nation great—our openness to new ideas and new people, and
a commitment to individual freedom, shared values, innovation and the free market.
If, in response to the events of September 11, we engage in excess and shut out
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what has made America great, then we will have given the terrorists a far greater
victory than they could have hoped to achieve.

Thank you for this opportunity to appear, Mr. Chairman. I look forward to your
questions.

Chairman KENNEDY. Thank you very much, Mr. Ziglar, for your
very comprehensive testimony.

We have a very important and interesting panel that will be fol-
lowing this panel, so we will use 7-minute rounds in this time.

Mr. Ziglar, the media has reported that hundreds of foreign na-
tionals have been detained by the INS and FBI since the morning
of September 11th, and many are suspected of having ties to Al
Qaeda or other terrorist organizations. Others are described as ma-
terial witnesses. But the category includes people who may have
been neighbors of the hijackers or have other possible associations
that may well be innocent.

What can you tell us about the cautions the INS and Department
of Justice are taking to ensure that the basic rights of innocent per-
sons swept up in the early stages of the investigation are being
adequately protected?

Mr. ZIGLAR. Mr. Chairman, we have been—Ilet me back into the
answer. We have been releasing a number of people based upon the
information provided us by the FBI and based upon investigations
and that sort of thing. And the number of people that we have in
detention roughly is about 146, I think as we speak today, and that
has, of course, come down from the numbers that you may have
seen in the past.

That is the INS custody. I can’t speak for the warrants and the
other part of the process which we are not involved in.

We have a process that we have to charge somebody within 48
hours, and so that we have given notice to the court that we have
someone and we charge them, and they are then entitled to a bond
hearing. Those people that have gone forward on bond hearings, in
some cases it has been continued. In some cases, judges have al-
lowed us to continue to detain people.

There are reasons for detention of somebody who is out of status.
You have to remember that these people, all these people, are out
of status. They are not here legally at the moment.

One of the reasons for continuing detention is to—

Chairman KENNEDY. All the people, then, that the INS has de-
tained are not here legally?

Mr. ZiGLAR. To my knowledge, everyone is out of status. If that
is not true, I will let you know, but that is my knowledge.

One of the issues, of course, in whether you detain somebody is
whether there is a flight risk, and way before September 11th,
flight risk was always a big problem if you had somebody out of
status and they were trying to stay here. So that is one of the
grounds for staying. If they are a potential harm to the community,
that is another ground. Obviously if they are aggravated felons
under the 1996 Act, that is yet another ground.

Mr. Chairman, you know about me. I am big on due process and
I am big on civil liberties and that sort of things. And certainly
under my administration here, I am doing my best to make sure
that people’s civil liberties are not violated and, more importantly,



33

flhatdthe process is honored, even though we have a crisis on our
ands.

To my knowledge, we are going through the process, and we are
keeping people in the process from the INS perspective. I can’t talk
about the rest of what is going on elsewhere because I don’t know.

Chairman KENNEDY. So your answer, as I understand it, is that
they are out of status, that they are here illegally, and that you are
following the same kinds of procedures with regards to them that
were in place prior to September 11th.

Mr. ZIGLAR. Absolutely.

Chairman KENNEDY. Let me come back to Mary Ryan. In the
time I have available, there are a number of items, so I will try
and ask the questions quickly, and if we get the response as well.

I am interested in your reaction to the development of a consular
corps. I think many of us have known that those that have been
in the area of that responsibility have been wonderfully dedicated
people, in many instances younger members of the corps. It is a
very, very tough, demanding job, and it is not one that has offered
great opportunities for career advancement and otherwise. And one
of the suggestions from one of our colleagues that has been thought
about, Senator Bob Graham of Florida talked about the develop-
ment of a consular corps that would not be greatly dissimilar from
the Corps of Engineers in the military. It is a separate career, and
there is a lot of professionalism, and there is a good deal of satis-
faction developed through there, and esprit as well.

I wanted to get your reaction.

Ms. RyaN. Senator, I would argue with you that that is probably
not the best way to go. I think what we have now in the Foreign
Service is a generalist corps. We have four specializations, one of
which is consular, and the people who are doing that work are
proud of being Foreign Service officers and proud of being consular
cone officers.

I think that if you went to a consular corps, in fact, you would
even further limit career opportunities for those people in the
corps. Right now we are getting more—not quite yet our share, I
would argue, but more of the opportunities to serve as ambassadors
and as assistant Secretaries, as deputy chiefs of mission, and as
principal officers. And I think to take us out of the State Depart-
ment and the Foreign Service and put us into another area would
limit those opportunities considerably. You would not be able to
hope for an ambassadorial assignment if you were in the consular
corps separate from the State Department and separate from the
Foreign Service.

I hear a lot of talk about how our newer officers, our younger of-
ficers don’t like the work, and I am sure that that is one of the con-
cerns that you have and others have. But I would say to you, Sen-
ator, that they do the work with dedication and commitment. And
they are proud to do the work. They are patriots. We don’t talk
about Government employees very much anymore as patriots, and
I think we have to start talking about it again.

It has been a long time since President Kennedy challenged my
generation about the nobility of public service, and still we get real-
ly talented, really wonderful people to come into our Government
and to come into the Foreign Service, into the civil service. And
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they don’t come for the money. As you well know, the salaries are
very low, and particularly at the lower grades, and a lot of these
people have very big student loans to repay. And they don’t come
for prestige because, frankly, Senator, Mr. Chairman, there is no
more prestige in serving in the Government, unfortunately. It has
been a long time since anybody talked about public service and the
need to serve our country and give something back to our country,
which has nurtured us and supported us and protected